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Security Concerns when using Facial Authentication Technology
Most mobile devices currently are being manufactured with the feature of facial authentication. This camera technology is currently being used in unlocking smartphones and making payments. However, various security concerns are arising from the use of facial authentication in these mobile devices (Martin, 2019).  Facial recognition can be easily spoofed and hacked. Research indicates that researchers can beat the neural net using another neural net. Adjustment of only a few pixels at the corner of a person’s eye or mouth would be unrecognizable by the facial recognition technology.
Additionally, some devices with this facial authentication technology can be unlocked using the owner photo. Not only that the facial recognition been able to be spoofed and hacked, but the use of databases has also added vulnerabilities, for instance, the widespread of breaches. Facial recognition databases can much compromise democracy and can be much wrong. However, technology can be precisely modified and be restricted to viable use cases like in airports and border security (Martin, 2019). 
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